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Trojans Deliver

by Jake Soriano (Technical Communications)

Surprised, or excited perhaps, at the unexpected "package” sent to you by someone you do not really know? Don'
get too carried away. A little caution wouldn't hurt.

Our analysts have been catching spam samples pretending to come from the United Parcel Service Inc, (UPS) to
lure users since last weele. UPS is one of the warld’s largest package delivery companies, so this spam run, which
informs users that a package has been sent to them, has a lot going for it in terms of hauling in gullible users.
These messages come with fake tracking numbers that actually vary from email to email, a nifty trick meant to
help the email messages appear almost authentic.

Here's a screenshot of the spammed email:
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From: United Parcel Service
Date:  Monday, July 14, 2008 2:59 PM
Teo: [
Subject: UPS Paket N1475281596
Attach: |E§ups_1nvai:s_3 17.2ip (5.43KB)

Unfortunately we were not able to deliver postal package you sent on July the 1st in time
because the recipientls address 1s not correct.

Please print out the invoice copy attached and collect the package at our office

Your UPS




